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OPERATING MANUAL

1. ACCESS TO THE PLATFORM

We present the user's manual so that you can solve any doubts that may arise in the
organization.

Below are the instructions for accessing the key centralization platform:

STEP 1. Email sent to the user with credentials and access URL. By accessing this URL, the
following page is displayed (lllustration 1):

Illustration 1. Welcome IvSign

IvSign 7. - -

Bienvenid@

Siya dispones de una cuenta de usuario, inicia sesién en la plataforma

Iniciar sesién

STEP 2. select the language in which you wish to navigate the page from the drop-down
menu at the top right of the screen (lllustration 2).

Illustration 2. Language selection

IvSign 7. ol

Bienvenid@

Si ya dispones de una cuenta de usuario, inicia sesion en la plataforma

Iniciar sesion

STEP 3. Byclicking on any of the two buttons of , the form to include the

access credentials is displayed (lllustration 3).



Illustration 3. Access credentials

IvSign 7

Iniciar sesién

ID Organizacién

Usuario o email *

¢Has olvidado tu contrasefia?

STEP 4. After entering your username or email and password, click to login to
the platform (Username or Email and Password are required fields).

In the case of any erroneous data, an informative message is displayed.

STEP 5. When accessing the platform, the data of the active session is displayed (user /
name / surname / ID / email / organization / date of registration and previous connection).

In the login, the organization's id must be indicated. If it is not entered, a warning appears

indicating that the organization's login must be used the next time the platform is accessed
(IMlustration 4).

Illustration 4. Warning login

Recuerde utilizar su 1D de organizacion (ergap11) en el Formulario de inicio de sesion

2. HOW TO RECOVER THE PASSWORD?

If the user subsequently tries to access IvSign and does not remember his/her password,

he/she can request a new password by clicking on "Forgot your password?" at the bottom
of the login form (Figure 5).



[llustration 5. Password recovery

IvSign 7 =

ID Organizacién

¢Has olvidado tu contrasefia?

A form is displayed in which the user or access email must be entered and must be
clicked (lllustration 6).

Illustration 6. New password

Se ha enviado un correo eleckronico para la

restablecer su contrasefia

Next, a message is displayed informing that 'A password reset email has been sent’
(Illustration 6).

The user must use the new credentials sent by e-mail to access the platform.

3. USE OF THE KEY CENTRALIZATION PLATFORM

Access to the key platform offers the availability of several menus (on the left side)
depending on the permissions that have been set (Figure 7).



Illustration 7. Menus

Usuario = Datos personales

Usuario useTplla

Hombre

Apellides

LeL/]]

Email

Qrganizacién orgaplil

Freha da alts 020-02-1T 15638
Conexion anterior 2020-02-09 14:02:08

In the upper right area, by clicking on the icon Elyou can access the notifications
(HMustration 8).

Illustration 8. Notifications

Usuario > Notificaciones

¥ Filtros

-
Fecha Asunto Organizacién Opciones
©) 2020-03-04 09:42:45 Aviso Empresa (]
©) 2020-03-04 09:37:07 Aviso Empresa
©) 2020-03-04 09:12:21 Aviso Empresa
©) 2020-03-04 09:04:39 Aviso Empresa =
© 2020-03-0317:11:46 Aviso Empresa 2
© 2020-03-03 16:20:41 Aviso Empresa =2
@ 2020-02-27 12:21:08 Aviso Empresa [S]

strando | 10

; 4>

Two types of notifications and/or warnings can be displayed:

e Notifications with acceptance: these notifications are displayed directly when
accessing the platform, to be accepted before access. In addition, after acceptance,
they can also be consulted in the notifications section.

e Informative notifications: they are only shown in the notifications section.



Information on each of the notifications, the date of creation, the subject and the status in
which it is:

=2 :read.
B : not
read.

4. USER MENU

By clicking on the User menu, the following sections are available (lllustration 9):

Illustration 9. User Menu

Datos personales

» Modificar contrasefia

» Certificados

» Delegaciones

» Informes

» Dispositivos

» Certificados publicos

Auditoria

Menu available to all users accessing the IvSign platform, regardless of their permissions.



4.1 USER MENU - PERSONAL DATA

This section shows the basic data of the user account (Figure 10):

[llustration 10. Personal data

Usuario > Datos personales

Usuario
Nombre
Apellidos
Email
Organizacién
Fecha de alta

Conexién anterior

userplia

abdel
correo@correo.com
orgapll

2019-10-10 12:04:14

2020-03-09 16:22:52

# Modificar mis datos

It has available the functionality of , which allows you to modify some
account data. Only editable fields are shown (lllustration 11).

[llustration 11. Modification of personal data

Usuario > Datos personales > Actualizacion de datos personales

Nombre Apellidos
userplia | abdel

Email * DNI
correo@correo.com DNI

Teléfono/Maévil

I Guardar cambios




4.2 USER MENU - CHANGE PASSWORD

This section allows you to modify the platform access password (lllustration 12).

Illustration 12. Change password

Usuario > Modificar contraseiia

Contrasena actual

Escribe tu contrasena actua

Nueva contrasefia

Introduce la nueva contrasena

Repetir contrasena

Repite la nueva contrasena

Guardar cambios

First, the current password will be entered. Then, the new password chosen to use will be
inserted (indicating it in the "New password" field, re-entering it again in the "Repeat

password" field). To finish, press to make the change effective.

The next time the Key Centralization Panel is accessed, this new password will be entered.

Note: In the case of having Authentication by User and password’in the Driver KeyController,
this new password must be modified in the Configuration section.



4.3 USER MENU - CERTIFICATES

From the certificates menu, access to all functionalities and management tools is offered,
as well as detailed information about them. (Illustration 13).

Illustration 13. Certificates

Usuario > Datos personales > Actualizacion de datos personales

Nombre Apellidos
userplia | abdel

Email * DNI
correo@correo.com DNI

Teléfono/Movil

Teléfono/iMavil

H Guardar cambios

Three Certificate tabs are displayed:

e Own certificates: imported certificates are displayed, as well as automatically
centralized certificates.
e Managed certificates: the certificates managed by the user are displayed.

e Certificate Trash: the deleted certificates are displayed, with the option of deleting
them permanently or restoring them.

From this menu, the following actions can be performed:
e Import certificates: allows you to centralize and store certificates in the panel,
provided you have the .p12 or .pfx file of the certificate (lllustration 14).




[llustration 14. Import certificates

Usuario > Certificados

i Importar 3 Exportar listado ¥ Filtros
B Certificados propios [ Certificados delegados Wl Papelera de certificados
Nombre Estado Asunto Certid Opciones
© PRUEBASC v [SOLO PRUEBAS]JUAN CAMARA ESPANOL 6YCST4Y6Q4RWEYQB (I e I
© REVOBanco @ [SOLO PRUEBAS]JUAN CAMARA ESPARIOL 6YC5T424QVOMV4QB B Ao
© johndoe [SOLO PRUEBAS]00000000T JUAN CAMARA CGS5VGRX5UEUJMIB B A a

The following form is displayed (Illustration 15):

[llustration 15. Import form

Importar nueva certificado

So6lo se permiten ficheros con las extensiones p12 y pfx

Seleccionar certificado *

Seleccionar archivo | Ningtin archivo seleccionado

Contrasena del certificado *

PIN de operaciones * PIN de operaciones (confirmacién) *
Nombre * Cargo Departamento
Descripcién

Pressing | seleccionararchivo | the device navigation windows are displayed to select the certificate
file. Only certificates with extensions can be imported
.pfx and .pi2.



The following fields must be entered:
e Certificate password is the password issued with the certificate.
e Operations PIN is the password assigned to the certificate for its use. The pin must
be confirmed in the Operation pin (confirmation) field.
e Name is the name of the certificate that will be displayed in the panel.

e The fields Description, Title and Department are not mandatory fields, but in case
they are filled in, they will be displayed in the certificate information in the panel.

Click to complete the import of the certificate, which is then displayed in the My
Certificates list.
e Filters: allows you to filter certificates from any of the fields that appear in the list.
Once the desired text data has been entered, click on the Show button (Figure 16).

Illustration 16. Certificate filter

Usuario > Certificados

M Importar ¥ Exportar listado 4 Filtros

Certid Huella digital Nombre Descripcién

Estado

e Pagination: allows the display of certificates located on different pages when the
number of certificates exceeds the number displayed per page (lllustration 17).

[llustration 17. Pagination




The following actions can be performed with each of the certificates:

e Theicon allows you to view all the certificate data that are not directly displayed

(Illustration 18). To hide them again, click on the icon 6

Illustration 18. Certified data

@ Certificado pruebas v prueba2 89BF95200c43 [3 [ A &
Estado desc. correcto
Descripcion
Emisor Test User CA
Cargo
Departamento
Fecha de emision 2017-10-02 12:53:25
Fecha de caducidad 2022-10-01 12:53:25

Nimero de serie 05548C81F33195

Huella Digital SHA1 58affde7fd0c8883dcff34c6f0c73e867c276b7F

From the icons available in the Options column of each list, different actions can be
performed (lllustration 19):

Manage certificate. This section groups or contains all the management
operations available on a certificate. (create usage policies, change pin, etc...) (see
section How to apply usage policies to certificates).




[llustration 19. Certificate options

Usuario > Certificados > Datos del certificado

4 A £ x o ] X

Editar Cambiar pin Ver Deshabilitar Reemplazar Afiadir Moverala Eliminar
certificada certificado delegacién papelera
pliblica actual
Nombre PRUEBASC
Asunto C=ES, CN=[SOLO PRUEBAS]JUAN CAMARA ESPA!{IOL, C=JUAN, SN=CAIMARA ESF’A!{IOL, 01D.1.3.6.1.4.1.17326.30.4=

DNI, SERIALNUMBER=00000000T, S=AVILA, L=AVILA

Emisor CN=RACER, O=AC Camerfirma 5A, SERIALNUMBER=A22743287, L=Madrid (see current address at www.camerfirma.
com/address), E=caracer@camerfirma.com, C=E5

Fecha de emisién 2018-02-01 11:04:41

Fecha de caducidad 2021-01-31 11:04:41

Nimero de serie 3408E062TD55E7E42B
Fechade
importacién en 2019-10-10 15:28:08
IvsSign
Huella digital 7ad8f40df6331cdd34940fdef 6236680636035
ID Certificado 6YC5T4YSQARWEYQB
Estado ¥ correcto
Buscar:
Nombre 4 Fecha inicio Fecha fin g Nueva politica

Edit certificate. Allows modifying the following fields of the certificate
information to be displayed in the panel: Name, Description, Title and Department
(Illustration 20).



Illustration 20. Edit certificate

Usuario > Certificados > Editar certificado

ID Certificado 6YC5T4Y6Q4RWEYQB
Huella digital 7ad8f40df6331cdd34940fdef623668063F60c35
Nimero de serie  3408E0627D55E7E42B

Asunto C=ES, CN=[SOLO PRUEBAS]JUAN CAIMARA ESPANOL, G=JUAN, SN=CAMARA ESPANOL, OID.1.3.6.1.4.1.17326.30.4=DNI,
SERIALNUMBER=00000000T, S=AVILA, L=AVILA

Emisor CN=RACER, O=AC Camerfirma SA, SERIALNUMBER=A82743287, L=Madrid (see current address at www.camerfirma.co
m/address), E=caracer@camerfirma.com, C=ES

Nombre Descripcién
PRUEBASC
Cargo Departamento

« 2 See public certificate. Allows you to download the public key of the certificate (file
.crt).

. F Change certificate PIN. Allows you to modify the operations PIN assigned to the
certificate. The current PIN must be entered and the new PIN confirmed in order to
change it (Illustration 21).

Illustration 21. Change PIN

\"""M.Z"jif;iC-iw:i",lﬂ ljr} |Zli!'|

FIN de operaciones actual

PIN de operaciones nuevo

PN de operaciones nuevo (confirmacion)

Guardar cambios




e [ Add usage controls. Allows to authorize the use of the certificate to another user
of the organization, without losing control over it and limiting its use (see point
Controls of use).

-2 Replace current certificate. It allows to replace a certificate by another one, in this
section we can select from a list, the certificate by which we want to replace the
current one.

o & pisable. Allows you to temporarily disable the certificate.

When a certificate is disabled, it will not be displayed to perform actions that require a
certificate, such as signing in or logging in to a site.

In the centralization panel, it will still be displayed, but the line will be marked in a
different color and the icon will change. To enable the certificate again, you must click onQ

the new icon

e 1Ii Move to trash. Allows you to remove the certificate from the Own Certificates
menu, and move it to the certificate trash, as long as it is not a controlled certificate.
If the user has associated controlled certificates, the usage control must be removed
first (see point Usage Control).

Once moved to the trash, after confirming the action, we will be able to see the certificates
that we have moved to the trash by clicking and the following image will be displayed
(Hllustration 22):

[llustration 22. Garbage can

Nombre Estado Asunto Certid Opciones

@ Certificado pruebas 1" 4 prueba? 89BD51DEDET X

The icony permanently deletes the certificate from the certificate garbage can. The ii.on
allows you to restore the certificate, both operations require prior confirmation.

e X Deletecertificate. Allows the certificate to be removed from the platform, as long
as it has no associated usage controls. In the case of a certificate belonging to
another user, the usage control must be removed first (see point Usage control).



X If a certificate that has been automatically centralized (native in the
centralization) is permanently deleted, it cannot be recovered.

‘" If a manually imported certificate is deleted, it can be imported again to
keep it centralized.

W merelis create new usage policy. Allows you to restrict the use of each certificate,

provided you have the necessary permissions (see section How to apply usage
policies to certificates).

The certificate is automatically disabled if the PIN is entered more than 5 times incorrectly.
It can be enabled by the user or by the organization's administrator.

4.4 USER MENU - USAGE CONTROLS

Function that allows the certificate holder to determine the uses of his certificate based on
different control parameters, and allows the management of the certificate. Additionally, it
can be applied to processes where the use of the certificate is required by different people
within the same organization, as is the case with electronic seal certificates, setting specific
uses and marking limits thanks to the control parameters offered.

Thus, it is possible to parameterize who can use the certificate and when, as well as to
restrict its use to certain computers, processes and URLs. To do so, it will be necessary to
activate the functionality by associating it with a certificate and adding both usage rules
and target users (lllustration 23).

WARNING: the functionality "usage controls" of certificates may pose a risk to the user
responsible for the certificate whose use is enabled in favor of another user of the
organization. Although the platform offers control measures to reliably protect ex ante
the electronic signature creation data and its limited use, as well as to control ex post
the actual uses made by the authorized user (audit of uses), it is the user's responsibility
to safeguard his private key and implement appropriate measures to prevent damage to
himself and third parties in case of unauthorized use. IVNOSYS is not liable for damages
caused by the improper use of the services, both against third parties and the user or,
where appropriate, against the entity it represents if they are not duly authorized to do
so.

[llustration 23. Usage controls



From the Filters field it is possible to search among the usage controls created, by any of
the columns available in the list. By entering the desired text and pressing the button

only the matches will be displayed.

From the icons available in the list next to each usage control, you can:

- 2 View data of created usage controls. You can access the basic data of the usage
controls, associated users, certificate data and usage rules. In addition, you will be
able to add new associated users, create new rules, delete and/or disable usage
controls, as well as manage usage rules and associated users. (lllustration 24)

Illustration 24. Data usage controls

Usuario > Controles de uso > Datos del control de uso

e an 5] e X

Editar Anadir usuario Nueva regla Deshabilitar Eliminar

= Informacién del control de uso

Propietario ibrett

Nombre Pruebas Certificado
Descripcion

Fecha de creacién 2022-01-12 1235:56
Estado del control de uso + Habilitado

i Datos del certificado

Nombre Pruebas
Descripcién

[SOLO PRUEBAS]00000000T JUAN ANTONIO CAMARA

Asunto (C:R0599992])

Numero de serie 56DSA48EBABI923603

Certid APBLBVQSS5PIADQS2BM

- B Create new usage rule. Allows direct access to the form for creating a new usage rule,
to limit the availability of the certificate (for more information, see point How to
activate the usage control of a certificate).

2 Add user. Allows direct access to the selection screen of users associated to the
certificate (for more information, see point How to activate the control of the use of
a certificate).

Disable usage control. Allows you to deactivate the usage control temporarily
(Illustration 25). This action can also be carried out from the display of the created
usage control.

e When a usage control is disabled, the user associated with the assigned usage will



not have it available. To enable authorization again, click on the new icon m.

e In the certificate owner's centralization panel it will still be displayed, but it will be
marked in a different color and the icon will change.

[llustration 25. Disable usage controls

Usuario > Controles de uso

& Nuevo * Exportar listado A Filtros

Nombre Descripcion Estado

Todos
o

Nombre Descripcion Fecha de creacién Opciones

@ Pruebas Certificado 2022-0112 123556 H 2 8

° = Eliminate usage controls. Allows you to delete the created usage control
(IMlustration 26). In case the usage control is associated to users, a message
informing about this will be displayed. In case of confirmation, the link with the
associated users will be automatically removed.

Illustration 26. Eliminate usage control

Usuario > Controles de uso > Datos del control de uso a eliminar

Nombre Pruebas Certificado
Descripcion
Fecha de creacion 2022-01-1212:35:56

Por favor confirme la accion

4.5 HOW TO ACTIVATE THE CERTIFICATE USAGE CONTROL?

To activate the control of the use of your own certificate to another user or users, you must
perform the following steps:



1. Create the usage control.
2. Define the rules of use (optional).
3. Select the users who will use the certificate.



1. Usage control can be created from several menus:

e Menu User> Certificates>clicking the Manage certificate button of the
certificate and then Add usage control.

e User Menu> Usage Controls, by pressing @Nuevo
In both cases, a window like the following one will be displayed (Figure 27):

Illustration 27. New usage control

Usuario > Controles de uso > Nuevo control de uso

Nombre del control de uso*

Nombre del control de uso
Descripcion
Descripcion
Seleccione un certificado ... v

Fill in the name and description of the usage control, select the certificate* /nquestion and
click OK.

(“The users certificate list will be displayed. In the case of accessing from the Certificates menu, you will not be
asked to select the certificate because it has already been selected previously).

Once the usage control has been created, its details will be displayed.
1. To define the rules of use, which allow you to limit the use of the certificate to be
controlled, you can access from several menus:
e From the activation detail shown when creating the control, by pressing B.
e When it has been previously created, from the User> Usage Controls menu, click
on £ to display the data of the usage control in question (Figure 28).



From the User> Usage Controls menu, click on the Create new usage rule button

(Figu

Illustration 28. Usage control data

Usuario > Controles de uso > Datos del control de uso

\ 2 —
™ & g X
Editar Afadir usuario Nueva regla Deshabilitar Eliminar

= Informacién del control de uso

Propietario ibrett

Nombre Pruebas Certificado
Descripcion

Fecha de creacion 2022-01-1212:35:556

Estado del control de uso + Habilitado

M Datos del certificado

Nombre Pruebas
Descripcion

[SOLO PRUEBAS]00000000T JUAN ANTONIO CAMARA

Asunto (C:ROS999991)
Numero de serie S56D5A48ESAB9923603
Certid APGELBVQSSPIADQS2EM

B Reglas de uso

Requiere autorizacion de firma

re 29).

Illustration 29. Rules of use

Nombre Descripcion Fecha de creacion Opciones

ﬂ Pruebas Certificado 2022-01-12 123556 f = A ﬂ

hArctramdn

‘ Crear nueva regla de uso

in Dismictrac



In both cases a window like the following one will be displayed (lllustration 30):

Illustration 30. Usage control fields

Nueva regla de uso

Nombre / Descripcion

‘ Nombre / Descripcion ‘

Filtros de calendario

Fecha desde Fecha hasta

Dias de la semana

Desde las Hasta las

noras Minutos Roras Minutos

Nota: Estas horas son UTC (GMT) debera tener en cuenta la diferencia horaria del pais en el que quiera acceder.

The form consists of five sections that allow the use of the controlled certificate to be
limited. The indicated filters will be cumulative (lllustration 30):
1. Basic data (New usage rule): Name/Description. The name or description of the
rule of use must be indicated.
2. Calendar filters. Allows you to set different filters to indicate when the certificate
can be used.
e Date range. Allows to define the date range in which the controlled certificate
can be used.

By clicking on the 'Date from' or 'Date to' field, a calendar is displayed for the selection of start and
end dates. Outside the established range no will not be allowed.
e Days of the week. Allows you to define the days of the week on which the certificate
can be used.
® You can check/uncheck all the days of the week, from the available buttons, or you
can check individual days by clicking directly in the box of the corresponding day.
e Range of hours. Allows you to indicate a time of use, choosing the hours and minutes
from the drop-down fields. Outside the established hours no use of the certificate
will not be allowed.



3. Filter by URLs. Allows you to define the accepted or rejected web addresses that may
or may not be accessed with the controlled certificate.

e If the Accept option is checked, the URLs indicated will be the only ones that can be
accessed with the certificate.

e |If the Reject option is checked, all URLs will be accessible with the certificate, except
those indicated.

In both cases the configuration "https://" must be used.

Once the URL address has been added, if you wish to add more, click on &3. You can add as many
URLs as you need, and they will be displayed as a list.

You can edit the content of the entered lines by clicking on the text directly and changing
the desired information. You can also delete any of the lines by clicking on the icon (x|



4. Process filter. Allows you to define which applications are accepted or rejected for
use with the controlled certificate.
e |[fthe Accepted option is checked, the indicated applications will be the only
ones that can be accessed with the certificate.
e If the Rejected option is checked, the certificate will allow access to all
applications except those listed above.

Some considerations to take into account:

e To know the exact name of the process, access the 'Processes' tab.
located in the 'Task Manager.

e Oncethe name of the application has been added, if you wish to add more, click on the icon
+]
You can add as many as you need, and they will be displayed as a list.
You can edit the content of the entered lines by clicking on the text directly and
changing the desired information. You can also delete any of the lines by clicking on
the icon & directly.

5. Filter by equipment. Allows you to define the computers from which the controlled
certificate can be used.

e To know the complete name of the equipment access the properties of 'My Computer.
Added the name of the equipment, if you wish to add more, click on +]
You can add as many as you need and they will be displayed as a list.
You can edit the content of the entered lines by clicking on the text directly and
changing the desired information. You can also delete any of the lines by clicking on
the icon & directly.

Once the desired sections have been completed, click on OK to create the usage rule and it
will be listed in the detail of the generated usage control (lllustration 31):

[llustration 31. Detail of usage control

La regla de uso se ha creado correctamente

Mombre Descripcion Fecha de creacion Opciones

@ Pruchas Certificado 2022-0112 123556 E EH e



From the icons available next to each usage rule, different actions can be performed (lllustration
32):

Illustration 32. Actions rules of use

B Reglas de uso

Requiere autorizacion de firma

Buscar:

Nombre 4 Fecha inicio Fecha fin Opciones

Regla de uso 1 10/03/2020 13/03/2020 | 2| X

Mostrando | 10 Registros

Mostrando pagina 1 de 1 de un total de 1 registros

/' E3 see details of the rule of use. Displays the data entered in the form for
creating the usage rule (lllustration 33).

Illustration 33. Usage rule data

Datos de la regla de uso

DATOS BASICOS

Nombre / Descripcién Regla de uso 1

FILTROS DE CALENDARIO

Fecha desde 10/03/2020
Fecha hasta 13/03/2020
LU MA [l Ju Vi SA Do

7 e v’

Dias de la semana

Desde las 13:00

Hasta las 14:12

Modify usage rule. Allows you to modify all the data entered in the form for
creating the usage rule.

X Eliminate usage rule. Allows you to delete the created usage rule.



To select the users that will make use of the controlled certificate, you can proceed in two
ways, depending on whether the usage control is being created at the same time as the users
are added or depending on whether the control was already created:

00
e From the detail of the usage control shown when creating it, by clicking asadir usuario.
e From the User> Usage Controls menu, by pressing(Figure 34).

[llustration 34. Usage Controls - User Menu
Usuario > Controles de uso
& Nuevo 1 Exportar listado A Filtros

Nombre Descripcion Estado

Todos

= o

Nombre Descripcion Fecha de creacion Opciones

@ Pruchas Certificado 2022-01-12 12:35:56 O EH = a

Afiadir usuario

In both cases, a window like the following one will be displayed (Figure 35):

Illustration 35. New user



Usuarios @

Escriba para iniciar bus:

Pin del certificado

PIN del certificado con control de uso @

PIN del certificado con control de uso

PIN del certificado con control de uso
[confirmacian)

PIN del certificado con control de uso

Q Enviar notificacion al usuario via email
Aceptar



The following fields must be filled in:

e Users of the organization. By clicking on the field, the list of all users in the
organization will be displayed. To filter, you can type all or part of the user's name and
only users that match the text entered will be displayed. You can select as many users
as you wish by clicking on the name of each one of them. You can select multiple
users by pressing the (ctrl) key and clicking on the list of users.

e Certificate PIN. The current operating PIN of the certificate must be indicated.

e Controlled certificate PIN. Allows to indicate a different PIN for operations, to be used
by the recipients of the certificate, and not to use the holder's personal PIN.

e Pin of the controlled certificate (confirmation). The pin of the controlled certificate
to be used by the recipients of the certificate will be repeated again.

e Send notification to user via email: if this option is checked, an email will be sent
to the user who has been assigned control of the certificate, informing of the
controlled certificate and the controlled use pin. If you do not wish to inform the
recipient by this means, the option should be unchecked.

Finally, click OK and the users will be listed in the usage control detail (Figure 36).

Illustration 36. Assigned users

4 Usuarios con control de uso

A Filtros

Usuario

Bl Controles de uso aceptados A controles de uso pendientes

Usuario Mombre y apellidos Email DNI Opciones

Mo se han obtenido resultados

If you access the usage control data by clicking on the icon in the list, you can remove the
linkage of the assigned users, and they will no longer have access to the certificate.

We will also find in this section the option to disable and enable this user from the usage
control, we will be able to do it from the icon .

4.6 USER MENU - REPORTS

Allows to consult, in a differentiated way, the information related to signatures and
authentications on the web with centralized certificates, performed by:

e The user/owner(Ownuse).

e Those performed by the user with certificates enabled by the user/owner(Controlled Use).



e Those carried out by other users with the certificates that the user/owner has
enabled the controlled use (External use).

The reports will be displayed in list format and graphically, according to the selected
filters. There are two types of filters (Figure 38):

Illustration 34. Filter reports

Usuario > Informes

Uso por certificado Seleccione mes

\ Q

Uso por certificado
Uso por URL

1. Filters by type of use. Select the filter to apply from the drop-down menu:
e Use by certificate. The results are shown grouped by certificate.
e Use per application. The results are shown grouped by the application that has
made use of the certificate.
e Usage by URL. The results are shown grouped by the url accessed with the
certificates.



2. Filter by date. Select the month for which you wish to consult your usage. Once the
desired filters have been selected, click on to display the result of the filters
. + . .
applied and to obtain a.csvfile of the result.

The results will be differentiated in (lllustration 39):
e Own use: uses carried out by the user/owner himself/herself, with his/her certificates.
e Third-party use: uses carried out by a third party, with the certificates that the
user/owner has enabled the controlled use.
e Controlled use: uses made by the user with certificates that have been enabled by
another user/holder.

Illustration 35. Reports

Usuario > Informes

Uso por certificado 2 03/2020

Resultado Usoc propio Uso delegade Uso ajeno

APZBDJPFAXF234QSTQ (MiCert) 14 0 0
APZBDJPFE5UMXIMIKLI (CertAIDA) 4 0 0
APZBEDJPGBWRUENSUNY (afg Fnmt) 2 0 0
APZBDJPGCFLRYPSR64 (juanC) 3 0 0

4.7 USER MENU - DEVICES

In this section we can see information related to the host, the device ID, the type of operating
system the user is connected to, the last access and some options such as disabling or
authorizing the device, disabling or enabling notifications and the option to delete the
device from the list (lllustration 40):



Illustration 40. Devices.

Usuario > Dispositivos

1D del dispositivo Host Sistema operativo Ultimo acceso Opciones

(@ 6YC5VA3IXZDOKJAB AARRO-PC windows 2020-03-05 08:19:41 = A X
(@ APZBDIPFPLQLCSQIDA LCASARRUBIOS-PC windows 20200304 10:12:20 s A X
© APZBDIPGBX33VHCXEE SOPORTEST windows 2020-03-07 03:15:35 = 4 X
(@) APZBDIPGBEWYKWATNQ  AFERRER-PC2 windows 20200309 12:28:39 a A X

Mostrando | 50 Registros

Mostrando pagina 1 de 1 de un total de 4 registros

If we click on the © tab we can see more information about each device that has been
connected (Figure 41).

Illustration 41. Device Information.

e windows 112: o
@ APZBDJPFPLQLCSQIDA LCASARRUBIOS-PC d 2020-03-04 10:12:20 a ‘ x

4.8 USER MENU - PUBLIC CERTIFICATES

Allows importing a public certificate to the platform, only certificates with the extensions
cer, crt, pem, der and p7b can be imported. Once the certificate has been added, we will be
asked to create an alias (lllustration 42).



Illustration 42. Import public certificates.

Usuario > Certificados piiblicos > Importar nuevo certificado

Sélo se permiten ficheros con las extensiones cer, crt, pem, dery p7b

Seleccionar un certificado *
Seleccionar archivo | Ningin archivo seleccionado

Alias *

The Filters button displays the fields by which we can filter these public certificates, such
as PubCertid, fingerprint, alias and their status (///ustration 43).

Illustration 43. Public certificate filtering.

Usuario > Certificados piblicos

=] Importar A Filtros
PubCertid Huella digital Alias Estado
Todos
o
Alias Estado Huella digital Certid Opciones
Mo = han obtenida resultados
fostrando | 10 Registros
No hay registros que mostrar 4« »

4.9 USER MENU - AUDIT

Allows to visualize all the actions differentiated by type performed with the user's centralized
certificates.

NOTE: The actions of certificates that the user has installed on his own computer will not
be displayed, only the actions performed with the centralized certificates.



In case of having the certificate installed in the equipment itself and also centralized in
vSign, the system itself will recover the key that you have locally, since the Serial Number
and Fingerprint of the certificate are the same, so it is NOT recommended to have the
certificate installed.

By default the last 5 days are shown, but it is possible to filter by a different date range. After
indicating the date range, click to display the result of the applied filters on the

* Exportar listado

screen, and to obtain afile, in xml format, of the result (lllustration 44).

Illustration 44. Audit

Usuario > Auditoria

2 Exportar listado ¥ Filtros

Febrero 2020 (150] Marzo 2020 (153)

Fecha Operador Usuario Categoria Accién Estado Certid

© 10mar16:18 Cert Set OK APZBDJPGPLRZPDIKSY

© 10mar 16:18 Cert Set OK APZBDJPGPLRZPDIKEY

© 10mar15:22 Auth Login oK

© 10mar13:43 Rule Add oK

© 10mar13:39 Auth Login oK

© 9 mar 14:03 Sign RSA OK APZBDJPF65UMXMIKLI

© 5 mar12:28 Auth Login oK

© Smar11:35 Auth Login oK

© Smars2s Auth Login oK

© 7mar3is Auth Login oK

The Filters button displays more fields by which the audit information can be searched:
certificate name, serial number, category, action and status (Figure 45).



Illustration 45. Audit filters

Desde Hasta Operador Estado
05/03/2019 06/03/2019 Todos v | | Todos

Certid Namero de serie Médulo Categoria Accién

Todos hd Todos

©

Theicon  allows you to view more information on each of the audited actions. To hide
. . . ®

them again, click on the icon

The actions to be audited are:

Category: Auth. Related to the identification and access to the panel.
X shares:
e Login: useraccess to the panel.
e loginToken: access of an application to the panel.
e Impersonate: user impersonation (seeUsers).
Category: User. Related to user management.
e Shares:
= Add:usercreation.
= Set:user modification.
* Del: userdeletion.
* Ren:User renaming.
= OrgaMove: Move user from one organization to another.
Category: Cert. Related to certificate management.
e Shares:
= Set: modification of the certificate (status, change of name or description..)
= Del: Definitively deletes a certificate.
= Move: Move a certificate to the trash can.
= PinCheck: Checks the certificate pin.
= PinSet: Change of certificate pin.
= ImportPFX: import certificate.
= Generate (GenRSA, GenCSR, InstallCER): certificate generation.
= Reflink: related external certificate (pkcsi1).
* Replace: Replaces a certificate with another certificate.
Category: Deleg (usage controls).



e Shares:
= Add: creation of usage control.
= Set: modification of usage control.
* Del: deletion of usage control.
= AddCert: certificate is added to the usage control.
= DelCert: Deletes a certificate from a usage control.
= UserAdd: Add user to the usage control.
= UserDel: Remove user from usage control.
Category: Rule (rules of use)
e Shares:
= Add:creation of usage rule.
= Del: deletion of usage rule.
Category: Sign (signature).
e Shares:
* RSA:web authentication and document signing.
Category: Notify ().
e Shares:
= Accept: Notifications that have been accepted.
= Set: Notifications marked as read.
Category: Orga ().
e Shares:
* Add: Organizations that have been added.
= From:Organizations that have been eliminated
= Ren:Organizations that have been renamed
= Set: Modification of the description field.
Category: Rule ().
e Shares:
= Add: Add a usage rule to a usage control or certificate.
* Del: Delete a usage rule to a usage control or certificate.
Category: Signature ().
e Shares:
= Cades: CMS (Cryptographic message syntax) document signature.
= Pades: Signature of PDF documents (PDF advanced electronic signature).
= Xades: XML advanced electronic signature (XML advanced electronic signature).
= TimestampPDF: Inclusion of time stamp in PDF document.
Category: TSP ().
e Shares:
= Verify: Verify a time stamp protocol.
= Sign: Signature with a time stamp (Time stamp protocol).



Category: Verify ().
e Shares:
= TSP:Validates a time stamp protocol.
= Pades: Validates a PDF document signature (PDF advanced electronic

signature).

= Xades: Validates an XML document signature (XML advanced electronic
signature).

= Cades: Validates a CMS (Cryptographic message syntax) document
signature.

= Cert: Validates a Keyman certificate.
= CER:validates the public key of a certificate.

‘" category: CertTrash:
e Shares:
= Del: Permanently delete the certificate from the certificate trash.
* Rest: Restores a certificate from the certificate garbage can.

5. MENU ORGANIZATION
From the Organization menu you can access the following sections related to your
organization (lllustration 46):

Illustration 46. Organization Menu

Organizacion

» Informacidn

» Usuarios

» Certificados

= Controles de uso

+ PKI

» Plantillas de Reglas
= Configuracién

» Informes

» Dispositivos

= Auditoria

Note: The menu described below will only be available to users with administrator
permissions.



5.1 ORGANIZATION MENU - INFORMATION

It shows the basic data of the organization to which the user in session belongs
(Illustration 47).

Illustration 47. Organization data

Organizacion > Datos de la organizacién

Organizacidn Vs
Descripcion organizacién para las prusbas de versidn

Fecha de alta 2019-10-10 12:00:40

Estadisticas de la organizacién

Usuaries 13

Certificades 1
Delegacienes T
Certificados delegados 2
Firmas de hashes en el mes actual 23
Firmas de hashes en &l mes anterior 0

Firmas de documentos en el mes actual 1

Firmas de documentos en el mes anterior

# Editar organizacién

The following functionalities will be available:

aIIows you to edit the description of the organization.

In the lower menu of organization statistics, information is displayed that refers to the
number of certificates, Usage Controls, certificates with usage control, and signatures made
by users in the previous and current month.




5.2 ORGANIZATION MENU - USERS

It shows the list of users belonging to the organization and allows you to go directly to other
sections of the menu (lllustration 48).

Illustration 48. List of users

Organizacién > Listado de usuarios

& Nuevo 1 Exportar listado ¥ Filtros

Usuario Nombre Apellidos Ultima conexién Opciones

© ivsuser 2020-03-10 16:10:08 B A aX
© ivsadmin 2020-03-11 14:02:52 3 | A aX
© ivssu 2020-03-10 16:39:48 =) A aXx
© cgarcia a8 a X
© useradmintester 2019-10-17 17:08:32 8 A aX
© usersupertester 2019-10-17 17:10:20 B A aX
© dbagan 2019-10-18 12:00:27 B a X
© sarro 2019-10-22 13:31:30 B a X
© maroca 2020-02-19 13:03:00 B a X
© liis Luis Casarrubios 2020-02-28 10:01:04 5 | A aX

Mostrando | 10 | Registros

The users in the list can be displayed in different colors, depending on their status. Thus,
disabled users are shown in gray and the padlock icon appears in red.

From the Filters field you can filter by any of the fields that appear in the list. When entering
the desired text, only matches will be displayed.

. ¥ B listado . . . .
By clicking on the button you can generate an XML file with the information
of the organization's users.

For each of the users in the list, clicking on the icon © displays all the fields of each user
(those that do not fit in the width of the screen will be displayed). When clicked, it displays

the list of non-visible fields and, to hide them again, click on the icon L

From the available icons it is possible to perform different actions with each user:
e [ Seeuser.
e Displays user data in detail. They can be edited with the



o Allows you to change the access password by entering the

new one directly.

Edit user. Allows you to modify the user data, except for the User and Organization
fields.

W Modify password. Allows you to change the access password by entering the new
one directly.

. @ Disable user. Allows you to temporarily disable the user, blocking their access to
IvSign. Disabling it marks the line in a different color and changes the icon. To enable
the user again, click on the new icon #.

- X Delete user. Allows you to directly delete the user, when you click on delete user, it
will ask for confirmation and will show the data of the user we are trying to delete.

In addition, the administrator can add new users to his organization by clicking =~ &M
Next, the user creation form is opened to complete the information (lllustration 49).

Illustration 49. User creation

Organizacion > Formulario de alta de usuario

Usuario * Email *
Nombre Apellidos DNI Teléfono/Mavil
Proveedor de autenkicadén Conkrasefia Repetir contrasefia

db

Q Enviar notificacién al usuario via email O Usuario habilitado




Note: The fields User (required) and ID (not required) must be unique in the organization. If
an attempt is made to register a user that already exists with any of these data, it will return
an error and will not allow the creation.

Once you have entered the required fields, click OK and the new user will be created.
e [f you have checked the 'Send notification to user via email' option, an email will be
sent to the new user with his or her credentials to access the platform.
e [f this option is not checked, the administrator will be responsible for providing
access credentials.

5.3 ORGANIZATION MENU - CERTIFICATES

It shows the list of certificates of all the users of the organization and allows to go directly
to other sections of the menu (lllustration 50).

Illustration 50. List of certificates

Organizacién > Certificados

Nombre Estado Asunto Propietario Opciones

© cert v userp1isa oo aaa
© s [SOLO PRUEBAS]JUAN CAMARAESPARIOL  userp1ia E0aaa
© userpita 00 aaa
© @ userplisa O Qa
© @ userp1ia O Qa
© v userp11b O aa
© v userp11b D aa
© v userp11b IR aa
() v userp11b IR a
© v userpita O aa
Mostrando | 10 Registros

Mastrando pagina 1 de 2 de un total de 15 registros 4[] P

From the Filters field you can search the list of certificates, by any of the fields that appear
in the list. When entering the desired text, only matches will be displayed.

The icon @ allows you to display the fields of each certificate that do not fit in the screen
width. Pressing it will display the list of non-visible fields and, to hide them again, press the

icon °.



The button = ™™™ 4jjows you to centralize and assign the certificates to the user of
your organization as long as you have the .p12 or .pfx file of the same (lllustration 51).

[llustration 51. Import new certificate

Organizacién > Certificados > Importar nuevo certificado

Sélo se permiten Ficheros con las extensiones p12 y pfx

Seleccionar un certificado *

Seleccionar archivo | Ningtin archivo seleccionado

Contrasena del certificado Propietarie del certificado

userp11sa - (userp11sa@ivnosys.net)

PIN de operaciones * PIN de operaciones (confirmacién) *
Nombre * Cargo Departamento

Descripcién

Seleccionar archive

Pressing the browser windows of your computer are displayed for you to select
the certificate file. Only certificates with .pfx and .p12 extensions can be imported.

The following fields must be filled in:

e Certificate password is the password issued with the certificate.

e Certificate owner we will be able to assign the certificate we are importing to
the user of our organization that we consider convenient.

e Operations PIN is the password that the user assigns to the certificate for its
use. The pin must be confirmed in the Operation pin (confirmation) field.
Name is the name of the certificate that will be displayed in the panel.
The fields Description, Title and Department are not mandatory fields, but in
case they are filled in, they will be displayed in the certificate information in the
panel.

Finally, click on to complete the import of the certificate, which will be displayed
in the list of My Certificates.



In the button = £&eeteris=de  yoy can download an XML file with the information of all the
y

organization's certificates.
The certificates, depending on their status, are displayed in one color:

Disabled certificates are shown in gray.
(© NOMBRE a8 456465456 [ RO

Revoked certificates are shown in red.
@ certificado @ Al E e a

Expired certificates are shown in yellow.

@ Certificado Caducado [SOLO PRUEBAS]JUAN CAMARA ESPANOL acarvera? i [l | ‘El

X The referenced or external certificates appearin blue.

0 Pruebas1 ¥ 4 Tesk1 (pd Q ﬂ

From the available icons it is possible to perform different actions with each certificate:
Manage certificate. Displays the certificate data in read mode (lllustration 48).
It will be possible to manage the usage policies that apply to the certificate (see

item
How to apply usage policies to certificates).




Illustration 52. Certificate data

Organizacion > Certific > Datos del certificado
. y) @ a
Editar Camiiar pin ver certificado Deshabilizzr
plblico
Afadir delegadon Carrbiar ower 2 L= Eliminar
Eropietzrio papelera
Propietario admin
Momibre Ceta
Aszunto C=ES, O=IVNOSYS SOLUCIONES 5.L LI, OU=SOPORTE TECHICO, GID.2.5. ATES-B95333362, T=SOPCRTE TECMCO, 58

RIALNUMBER=IDCES-20557152T, SN=ARRO RIBES, G=AIDA MARIA, CN=20557 1527 AIDA MARIA ARRO (CBI5533362)

Emizor CH=IVEICH CA, O=IVMOSYE SOLUCIOMES 5L, 0ID2.5.4.97=VATES-B98333362, OU=ses current address at httpsyfpseciin
‘DEy=.00mMy2ocress, L=RATERMA, C=E5

Fecha da 20130708 152623

emizion

Fecha de - SrnEETeE

ETrE 20210708 13228223

Mimero de 300CS0CS45CFDEEFSC

zerie

Fecha de

importacion 2020-03-04 1053613

en Ivsign

Huella digital 5084012370820 2620137704571 781702022572

ID Certificado  APZEDURFESUMKMIKLS
Reemplazaa  APTEDUPCAHCSKTWOL

Estada ¥ comecro

& Politicas de uso

Buscar:

Mombre 4 Fechainicio Fecha Fin E3 mueva politica

[

Buscar:

Momibre 4 Descripcion Fecha de creacion E3 nueva delegacidn

\]

Edit certificate. Allows you to modify the following fields of the certificate
information to be displayed in the panel: Name, Description, Title and Department. It
will also show information about the certificate, such as the ID, the fingerprint, its
serial number, the subject and who the issueris (lllustration 53).



Illustration 53. Edit certificate

Usuario > Certificades > Editar certificado

1D Certificada APZBDIPFESUMXMIKLE
Huella digital dobs4ca3708ed26a0t 3TF04DT 17517bafaa870
Mimero de serie  Z0DCS0CS4ECFDEEFEC

Asunto C=ES, O=IVNOSYS SOLUCIONES 51U, OU=SOPOATE TECWICOD, OID:2.5.4 57=VATES 558333362, T=SOPORTE TECNICO,
SERIALNUMBER=IDCES-20357152T, SN=ARRO C=AIDACN=20857182T AIDA {CHIEIII5

Emizar CHN=IVSIGN CA, O=IVHOSYS SOLUOONES 5.1, OID.2.5.457=VATES . Oli=ses cumentacares: athumsyjossci
wmosys.comfadarsss, LeRATERNA, C=E5

Descripoian

cargo Depertamento

@ see public certificate. Allows you to download the public key of the certificate (file
.crt).

: ’ Change certificate PIN. Allows you to modify the operations PIN assigned to the
certificate. The current PIN must be entered and the new PIN confirmed in order to
change it (Figure 54).

[llustration 54. Change PIN

PIN de operaciones actual
Nuevo PIN de operaciones

Nuevo PIN de operaciones (confirmacién)

Guardar cambios

Select the new owner of the certificate and click on "Change owner" to make it available to the new
owner.
make the change.



xS Replace current certificate. This can be very useful when a certificate with
associated usage rules and usage controls expires. Once inside this option we will be
asked for the certificate with which we want to replace the current one, then we will
be asked to enter the pin of the old certificate and then the pin of the new certificate.
This way the new certificate will be active and the controls and rules of use will be
associated to it.

- [ Add usage control. Allows to authorize the use of the certificate to another user of
the organization, without losing control over it and limiting its use (see point Control
of use).

» Change of ownership. From this option we can assign a new owner to the
certificate, a list of all available users will be shown.

Move to trash. Allows you to send the certificate to a trash garbage can, you will
be asked for confirmation. They will not be deleted directly, but will be stored in a
recycle garbage can where we can later delete them permanently or restore them.

-

== Disable certificate. Allows you to temporarily disable the certificate.

When a certificate is disabled, it will not be displayed to perform actions that require a
certificate, such as signing in or logging in to a site.

In the centralization panel, it will still be displayed, but the line will be marked in a
different color and the icon will change. To enable the certificate again, click on the new

icon .

The certificate can be enabled by the user or the organization's administrator, and is automatically
disabled if the PIN is entered more than 5 times incorrectly.

X Delete certificate. Allows the certificate to be removed from the platform, as long
as it does not have associated usage controls enabled. If you have associated usage
controls, you must first delete the usage control (see section on Usage Controls).

e |f acertificate that has been automatically centralized is permanently
deleted, it cannot be recovered.

e If a manually imported certificate is deleted, you can import it again to have
it centralized.

& nuevpolies - Greate new usage policy. Allows you to restrict the use of each certificate,

provided you have the necessary permissions (see section How to apply usage
policies to certificates).




5.4 HOW TO APPLY USAGE POLICIES TO CERTIFICATES?

Usage policies allow you to limit the use of certificates, both for your own use and for
authorized use (usage controls).

A user may apply usage policies for its own certificates and, in case of usage control, these
usage policies are transferred to the controls, thus also applying to the authorized user. In
case the usage control of a certificate has usage rules, they will be accumulated with the
usage policies, applying the most restrictive in each case.

An organization may apply usage policies to its users' certificates to restrict their use.

To define the policies for the use of certificates, either your own or the certificates of the
organization's users (only available to users with administrator permissions), you can
access from several menus:

To apply usage policies to your own certificates, you can access from:

User menu > Certificates > Manage certificates, clicking on the icon Manage
certificate, will display the certificate details.
e |[fthere are use policies associated to that certificate or not, the list will be
shown and the button &d Nuevapolitica i be available and in the
section Use policies in the icon E& (Illustration 55).

[llustration 55. Usage Policy

Nombre 4 Fechainicio Fecha fin g3 Nueva politica

Horario Laboral 2020-03-10 2020-03-31 L3 X




e User menu> Usage Controls, from View usage control data, if the selected
certificate has usage policies, a message will be displayed that will allow direct
access to the certificate details (lllustration 56).

Illustration 56. Certificate detail

Wl Datos del certificado

Nombre Pruebas versién
Descripcién

Asunto prueba2

Namero de serie 055A8C81F33195

Certid BABZ566E4A95

Existen politicas de uso en el certificado de esta delegacion, para ir al certificado pulsa aqui

And to the list of policies for the use of such certificate, where you will have available the
button

Mueva politica

e Toapply usage policies to the certificates of the organization's users, you can access
from.

e Organization menu > Certificates > Manage certificates, by clicking the icon

Manage certificate, will show the certificate details.
= Ifthereare use policies associated to that certificate or not, the list will
be shown and you will also have available the button

Nueva politica and in the section Use policies, in the icon [



In both cases, a window like the following will be displayed (Illustration 57):

Illustration 57. New usage policy

Mueva politica de uso

Mombre / descripcion

Mombre / descripcién

Filtros de calendario

Fecha desde Fecha hasta

Dizs de la semana

w MA Mi i vi 54 Do N

Desde las Hasta las
Horas Minutos Horas Minutos
Urls

Modo: ® Aceplar Rechazar
[ Afiade una url
Afiade una url a

IMostrar ayuda [+]

Procesos

® fceptados Rechazados
[ Afiade una aplicacion
Afiade una aplicacion a

IMostrar ayuda [+]

Equipos aceptados

3 Afiade un equipo

Afiade un equipo a

The form consists of 5 sections that allow you to limit the use of the certificate, both for

your own use and for authorized uses of the certificate.

e Basic data. The name or description of the rule of use must be indicated.

e Calendar filters. Allows you to set different filters to indicate when the certificate

can be used.



e Date range. Allows you to define the date range in which the certificate can be
used.
By clicking on the 'Date from' or 'Date to' field, a calendar is displayed for the selection of start and
end dates. Outside the established range no will not be allowed.

e Days of the week. Allows you to define the days of the week on which the certificate
can be used.

You can check/uncheck all the days of the week, from the available buttons, or you can check
individual days by clicking directly in the box of the corresponding day.

e Range of hours. Allows you to indicate a time of use, choosing the hours and minutes
from the drop-down fields. Outside the established hours no use of the certificate
will not be allowed.

e Filter by URLs. Allows you to define the accepted and rejected web addresses that
can be accessed or not, with the certificate.

o If the Accepted option is checked, the indicated URLs will be the only ones
that can be accessed with the certificate.
o If the Rejected option is checked, all URLs will be accessible with the
certificate, except for those indicated.
In both cases the configuration "https://" should be used.

Once the url has been added, if you wish to add more, click on &3 You can add as many as
you need and they will be displayed as a list.

You can edit the content of the entered lines by clicking on the text directly and changing
the desired information. You can also delete any of the lines by clicking on the icon a
directly.

e Process filter. Allows you to define which applications are accepted or rejected for
use with the certificate.
e |fthe Accepted option is checked, the indicated applications will be the only
ones that can be accessed with the certificate.
e If the Rejected option is checked, the certificate will allow access to all
applications except those listed above.

To find out the exact name of the process, access the Task Manager', 'Processes' tab. The
name of the application has been added, if you wish to add more, click +]



You can add as many as you need and they will be displayed as a list, and you can edit the
content of the lines entered by clicking on the text directly and changing the desired
information. You can also delete any of the lines by clicking on the icon a directly.

e Filter by equipment. Allows you to define the computers from which the certificate
can be used.

e To find out the complete name of the equipment, you must access the properties of
'My Computer'.

e Once the name of the equipment has been added, if you wish to add more, click
&3, You can add as many as you need and they will be displayed as a list.

e You can edit the content of the entered lines by clicking on the text directly and
changing the desired information. You can also delete any of the lines by clicking

on the icon & directly.

Once the desired sections have been completed, click on OK to create the usage policy and
it will be listed in the certificate detail (Illustration 58).

Illustration 58. Create usage policy

B Reglas de uso

Buscar:

Nombre 4 Fechainicio Fecha fin Nueva regla

Horario laboral kel x
Mostrando | 10 Registros

Mostrando pagina 1 de 1 de un total de 1 registros 4 (1]

From the icons available next to each usage policy, you can perform different actions:
See details of the use policy. Displays the data entered in the form for creating
the usage policy (lllustration 59).



Illustration 59. Details of use policy

Datos de la politica de uso

DATOS BASICOS

Nombre / descripcién Uso horarie laboral

FILTROS DE CALENDARIO

L MA Ml Ju vi SA DO
Dias de la semana v v v v v

Desde las 08:30

Hasta las 17:30

Modify usage policy. Allows you to modify all the data entered in the form for
creating the usage policy.

X Remove usage policy. Allows you to delete the usage policy.

5.5 EXAMPLE OF CERTIFICATE USAGE POLICIES

The configuration of the usage policies can be inclusive or exclusive depending on how the usage

policies are configured:

Inclusive: When configuring several limitations within the same rule of use, all of
them must be complied with in order to carry out the signature process (example
o).

Exclusive: In order to be less restrictive, there is the option to configure two usage
rules for a certificate to comply with one of the two (example 02).

INCLUSIVE USE POLICIES: EXAMPLE 01

Restriction of use so that they cannot sign on certain URLs and, in addition, can only use
certain signing applications.

For this limitation, a single usage rule will be created with all the restrictions as shown in
the following image (lllustration 60).



Illustration 60. Inclusive policies

Urls

Modo: O Aceptar ® Rechazar

3 Anade una url
Afade una url o

https://www.prueba.es

https://www.prueba2.com

Mostrar ayuda [+]

Procesos

® Aceptados © Rechazados

3 Anade una aplicacion
Afiade una aplicacién o

AcroRd32.exe

¥olidoSign.exe

Mostrar ayuda [+]

EXCLUSIVE USE POLICIES: EXAMPLE 02

Restriction so that they cannot sign on certain URLs or can only use certain signature
applications.

In this case, two usage rules must be created, each with its own limitation. When a signature

process is performed, the restrictions are checked and if either of the 2 complies, the
limitation will be applied.

" Creation of Rules of Use (Illustration 61):

Illustration 61. Rules of use

& Reglas de uso

Buscar:

Nombre *  Fechainicio Fecha fin &3 Nuevaregla

Limitacion de URL X

Limitacidn procesos x




i Accepted processes to use only the processes assigned to that usage policy
(Illustration 62).

[llustration 62. Usage policy processes

Procesos

® Aceptados © Rechazados
3 Afiade una aplicacién
Afiade una aplicacion

AcroRd32.exe

XolidoSign.exe

K Rejected URLs so that they cannot sign on the URLs indicated (Illustration 63).

Illustration 63. URL usage policies

Modo: © Aceptar ® Rechazar

3 Anade una url
Afiade una url

https://www.prueba.es

https://www.pruebaz.com

5.6 ORGANIZATION MENU - USAGE CONTROLS

It shows the list of certificate usage controls performed by users of the organization to other
users, and allows the management of these.

Usage control is used to authorize the use of one's own certificate to another user of the
same organization. It is possible to parameterize who and when can use the certificate with
authorization of use, in addition to limiting the use in certain computers, processes and
URLs. To do this, it is necessary to create the usage control and add both usage rules and
target users (lllustration 64).



Illustration 64. Organization menu - Usage controls

Organizacion > Delegaciones

I Nueva X Exportar listado ¥ Filtros

Nombre Descripcion Propietario Fecha de creacién Opciones

© Delegaciond usuario 2019-10-17 11:24:05

m @
| I

© Delegacion3 usuario 2020-02-27 15:49:06

From the Filters button it is possible to search among the usage controls created, by any of

the fields available in the list. By entering the desired text and pressing the button
only the matches will be displayed.

From the icons available in the list next to each usage control, you can perform different
actions:

View usage control data Allows access to the basic data of a usage control, as
well as the linked users/certificates and usage rules. In addition, you will have the
possibility to remove the usage control and/or disable it, as well as to manage the
usage rules and the linked users.

- B create new usage rule. Allows direct access to the form for creating a new usage
rule, to limit the availability of the certificate with usage control (for more
information, see point How to authorize the use of a certificate).

“% Add user. Allows direct access to the screen for selecting the users authorized to
use the certificate (for more information, see point How to authorize the use of a
certificate).

Disable Usage Controls. Allows you to deactivate the usage control temporarily. This
action can also be carried out from the usage control display (View usage control
data buttond),

When a usage control is disabled, the user for whom the certificate has been allowed to be
used will not have it available. In the certificate owner's centralization panel it will still be
displayed, but it will be marked in a different color and the icon will change.

To enable the use again, click on the new icon @& (lllustration 65).



Illustration 65. Enable Usage Control

Organizacion > Delegaciones

I Nueva ¥ Exportar listado ¥ Filtros
Nombre Descripcion Propietario Fecha de creacion Opciones
©) Delegaciond Usuario 2019-10-17 11:24:05 O H = a
© Delegacion3 Usuario 2020-02-27 15:49:06 OB 2 s

Eliminate usage control. Allows you to delete the created usage controls. In case
the selected usage control is associated to users, a message informing about this
will be displayed. In case of confirmation, the link with the users will be automatically
removed. This action can also be carried out from the usage control display (View

usage control data button (Figure 66).

Illustration 66. Eliminate usage control

Usuario > Controles de uso > Datos del control de uso a eliminar

Nombre Pruebas Certificade
Descripcion

Fecha de creacion 2022-011212:35:56

Por favor confirme la accion

Eliminar Cancelar



5.7 HOW TO AUTHORIZE THE USE OF A CERTIFICATE OF A USER OF
THE ORGANIZATION?

To authorize the use of a certificate of another member of the organization to another user
or users, you must perform the following steps:

1. Create usage control
Usage control can be created from several menus:

Organization menu> Usage controls>Manage certificate by clicking on (3 of the
certificate to be authorized.

" Organization menu > Usage controls, by pressing =~ =N

In both cases you must follow the same steps as for authorizing the use of your own

certificate (see point How to authorize the use of a certificate? ).

2. Define the rules of use (Optional).
To define the rules of use, which allow you to limit the use of the certificate with
authorization, you can access from several menus (Figure 67):

X From the detail of the usage controls shown when creating it, pressing . E
When the usage control has been created previously, from the menu Organization>

Usage Controls, you must click on to display the usage control data.



Illustration 67. Define rules of use

Editar

Eliminar

nformacién del control de uso

Propietario
Nombre
Descripcion
Fecha de creacion

Estado del control de uso

ibrett

Pruebas Certificado

2022-011212:3556

+ Habilitade

M Datos del certificado

Nombre

Descripsion

Asunto

Namero de serie

Certid

Pruebas

[SOLO PRUEBAS|00000000T JUAN ANTONIO CAMARA
(GRS )

S6DSAGBEBABI9Z3603

APBLBVOS

IADQS2BH

B Reglas de uso

Requiere autorizacion de firma

Nombre

regla de uso

X From the Organization > Usage Controls

Fecha fin Opciones

x

menu, by clicking E(Figure 68).

Illustration 68. Organization menu - Usage controls

Organizacién > Controles de uso

3 Nuevo El Contrel de Uso Por Lotes

2 Exportar listado

Nombre Certid
Descripcion Estado
Todos

Mombre Descripcion

@ PFruebas Certificado

. Filtros

Propietario

brett - Iria Brett (iria.brett@signaturit.com)

T

. . Fecha de -
Propietario .. Opciones
creacién
brett 2022-01-12 123556 L0 ﬂ




In both cases you must follow the same steps as for authorizing the use of your own
certificate (see section How to authorize the use of a certificate).

1. Select the users that will use the certificate.

To select the users who will make use of the authorized certificate through usage control,
you can proceed from several points:

X From the detail of the usage control shown when creating it, by clicking & Afdiresearic

If the usage control already has a user assigned to it (if the usage control has been
created previously), click on to display the usage control data (Figure 69).

Illustration 69. Display usage control data

Organizacién > Controles de uso > Datos del control de uso

= B a X

Editar Anadir usuario Nueva regla Deshabilitar Eliminar

iZ Informacién del control de uso

Propietario ibrett
Nombre Pruebas Certificado

Descripcién

Fecha de creacion 2022-0112 123556
Estado del control de uso + Habilitado

M Datos del certificado

Nombre Prusbas

Descripcién

\S]00000000T JUAM ANTONIO CAMARA

Asunto
Numero de serie 56D5A48E8A89923603
Certid APBLBVQSSPIADQS2ZBM

X From the Organization > Usage Controls menu, press # (lllustration 70).

Illustration 360. Organization menu - New usage control



Organizacién > Controles de uso

& Nuevo B Control de Uso Por Lotes 4. Filtros

X exportar listado

Nombre Certid Propietario

brett - Iria Brett (iria brett@signaturit.com)

Descripcior Estado

Fecha de
«creacion

Nembre Descripcién Propictario Opciones

© Pruebas Certificado brett 2022-01-121235:56 B E e aa

Afadir usuario

rando | 10 Registros

In both cases you must follow the same steps as for authorizing the use of your own
certificate (see section How to authorize the use of a certificate).

5.8 ORGANIZATION MENU - PKI

It allows to generate our certificates, for it will be acceded to =~ “=«=tied " where a series
of data will be requested that will have to be filled up to be able to generate it. First, the user
must be selected and then given a name.

Then an operation pin must be entered and confirmed, if an operation pin is not established,
it will be generated automatically and will be notified by e-mail to the user receiving the
certificate. In case a pin is established, no e-mail notification will be sent.

Next, the internal data of the certificate will be entered, it will be mandatory to enter the date
of issue, expiration date and common name (CN). Similarly, company (O), organizational
unit (OU), country (C), province (ST) and locality (L) can be added (lllustration 71).



Illustration 71. Generate certificate

Organizacion > PKl > Generar certificado

Seleccione un usuario

usuario

Nombre

CertPr

Pin de operaciones [©]

Descripcion

Certificado de Prueba

Fecha de emisién *

09/03/2020

Nombre coman (CN) *

CertF

Pais (C)
ES

Pin de operaciones (confirmacion)
...... @

Datos internos del certificado

Fecha de caducidad *

12/03/2021

Compaiiia (O) Unidad organizativa (OU)
Ivs Ivd

Provinda (ST) Localidad (L)
WL P

Generar

Next, a message is displayed informing that 'The certificate has been successfully

generated and imported' (lllustration 72).

Illustration 72. Confirmation

El certificado se ha generado e importado correckamente

Next, the generated certificate is displayed, and when selecting the icon © all the details of
the certificate will be displayed, showing the common name (CN), its status, the owner, the

expiration date and the options that we have on it (lllustration 73).



Illustration 73. Confirmation

Organizacion > PKI > Certificados

Cenerar certificado Ver certificados CA ¥ Filtros
Nombre comin (CN) Estado Propietario Fecha de caducidad Opciones
@ CertF v usuario 2021-03-12 23:59:59 j:,
Nombre CertPr

Niumero de serie 0E6815D34D49
Emisor  PRE_CA_INTERMEDIA
Fecha de emision 2020-03-05 00:00:00

Huella digital b2f46317bebe04c3e5c8F2e2c906321520596366

By clicking on the icon to dowhload the public certificate, and selecting managé=eertificate,

you can access the menu from where you can revoke this certificate, delete it or rr@mage it.
X -

5.9 CONFIGURATION MANAGEMENT

It allows you to configure the parameters of your organization, and to access the options of
each menu by clicking on the "Edit" button. (lllustration 74).

Illustration 74. Organization menu - List of configurations

Organizacion > Listado de configuraciones

Gestién de configuraciones

Gestion de permisos de usuarios Editar
Gestidn de certificados Editar
Gestidn de seguridad de acceso o uso Editar

Gestidn de notificaciones Editar

Gestidn de plantilla de correo Editar

X User permissions management.
Allows you to configure the actions that can be performed by the organization's users
(INustration 75).



Illustration 75. User permissions

Organizacion = Listado de configuraciones

Campos editables en el zpartado de edicién de usuario

Email e Restablecer
DNI 2 Restablecer
Homare e Restablecer
Apetiicos e Restablecer
TeléFano/Mavil a

Restablecer

Permisos de impertacion de certificados

Usuzria basico 2 Restablecer

Usuzrio administradar a Restablecer
Permisos de edicion de reglas de uso

Usuzria basico 2 Restablecer

Uszuzrio administrador
= Restablecer
Permisos de visuzalizacién de informes personales

Usuzria basico 2 Restablecer

Ususrio administrador =3 Restablecer
Permisos de modificacion de pin de certificados

Usuzria basico 2 Restablecer

Uszuzrio administrador a Restablecer

Albras

o Editable fields in the user edition section.
Allows you to configure which fields in the "User > Personal data" section can be edited by the user.
users of the organization (lllustration 76).



Illustration 76. User data

Campos editables en el apartado de edicién de usuario

Restablecer
Restablecer

Restablecer

Decumente de identidad

Nombre

Apellides

Restablecer
Restablecer

P B P P P

Teléfona/Mavil

This icon indicates that editing of the field is allowed.
This icon indicates that editing of the field is not allowed.
From the reset button we return to the default configuration for the organization. If a
e Ut value is changed in the panel, it will give a visual warning by marking the field in
bold.

o Certificate import permits.
Grant permissions to the organization's users, so that they can import certificates into their
IvSign account (lllustration 77).

Illustration 77. Import certificates

Permisos de importacion de certificados

Usuario basico a Restablecer
Usuario administrador a Restablecer

Permissions are set by roles (basic user with normal permissions and administrator user
who would be in charge of managing the organization), i.e. these permissions cannot be
applied individually per user.

o Editing permissions of usage rules.
Permissions to the organization's users, so that they can create and modify usage rules that
limit the use of certificates that are authorized to other users (lllustration 78).



Illustration 78. Rules of use

Permisos de edicion de reglas de uso

Usuario basico a Restablecer
Usuario administrador a Restablecer

Permissions are set by roles (basic user with normal permissions and administrator user,
who would be in charge of managing the organization), i.e. these permissions cannot be
applied individually.

o Personal report display permissions.
Assigns permissions to users in the organization so that they can view usage reports. If you
do not have permissions, this submenu will not be available in the user menu (Figure 79).

Illustration 79. Personal reports

Permisos de visualizacion de informes personales

Usuario basico a Restablecer
Usuario administrador a Restablecer

Permissions are set by roles (basic user with normal permissions and administrator user,
who would be in charge of managing the organization), i.e. these permissions cannot be
applied individually.

o Certificate pin modification permissions.
It allows to give permissions to the users of the organization, to modify the pin of the
certificates. If the user does not have permissions, he will not be able to modify the
certificate pins. (lllustration 80).



Illustration 80. Personal reports

Permisos de modificacién de pin de certificados

Usuario basico = Restablecer
Usuario administrador a Restablecer

Certificate management
o Configuration of the certificates in the recycle garbage can.

Grant permissions to the organization's users, so that they can delete and send certificates
to the trash. If you do not have permissions, you will not be able to send certificates to the
recycle garbage can (lllustration 81).

[llustration 81. Certificates in paper garbage can

Configuracion de los certificados en la papelera

Enviar certificados a la papelera Restablecer

Eliminar certificados Restablecer

Restaurar certificados desde la papelera Restablecer

Eliminar certificados en la papelera

s =
: [z |
4 [ |
: =

Restablecer

It applies to all users regardless of their role.

o Visibility of certificates in KeyController.

Configure the behavior of the KeyController to display both expired and revoked certificates
(Figure 82).



[llustration 82. KeyController

Visibilidad de certificados en KeyController

Ocultar certificados expirados en KeyController ﬂ Restablecer
Ocultar certificados revocados en KeyController ﬂ Restablecer

It applies to all users regardless of their role.

Access or use security management.

o Configuration of the complexity of the certificate pins.
Sets the minimum pin length used in certificates. The value ranges from 1to 50. Part of the
length, you can modify the minimum complexity of the pin (lllustration 83).

[llustration 83. Certified pin

Configuracién de la complejidad de los pines de los certificados

Longitud minima del PIN

Namere minimo de grupes de carteres para el PIN

Restablecer

The complexity indicates the number of character groups to be used (lowercase, uppercase,
uppercase),

numbers and symbols ($, %, & ..)):

With complexity 1, one of the groups must be used, with complexity 2, two of the groups, with
complexity 3, three of the groups and with complexity 4, all the groups).

It applies to all users regardless of their role.

o Configuration of the complexity of user passwords.

Sets the minimum length of the password used by users to access the platform; the value
ranges from 1to 50 (lllustration 84).



[llustration 84. User password

Configuracion de la complejidad de las contrasefias de los usuarios

Longitud minima de la contrasefa

Nimero minimo de grupos de caracteres para la contrasena

Restablecer

The complexity can be modified. The complexity indicates the number of character groups
to be used:

X Lowercase

X capitalization

X Numbers

X symbols ($, %, & ..)

With complexity 1, one of the groups must be used, with complexity 2, two of the groups, with
complexity 3, three of the groups and with complexity 4, it must contain 1 character from
each of the 4 groups).

It applies to all users regardless of their role.
o Number of failed attempts before disabling.

As an extra security measure to prevent brute force attacksl, configure the consecutive
failures allowed before disabling both a user and a certificate (Illustration 85).

[llustration 85. Failed attempts

Nimero de intentos Fallidos antes de deshabilitar

Nume.rn de intentos de autenticacion Fallidos antes de deshabilitar un 5 Restablecer
usuario
Mimero de intentos de uso Fallidos ankes de deshabilitar un certificado 5 Restablecer

'A brute-force attack is a way of recovering a key by trying all possible combinations until the one that allows
access is found.



The default is 5 attempts for both users and certificates. The value ranges from 1to 100. It

applies to all users regardless of their role.

Notification management.
o Configuration of notifications.

Controls the way the platform notifies (lllustration 86) and informs the organization's users
of certain events such as certificates about to expire, revoked or expired certificates,
creation of new users..

Illustration 86. Configuration of notifications

Configuracion de notificaciones

MNotificacion de praxima caducidad de un certificado ﬂ PeeelieaT

Dias de antelacién con los que se envian notificaciones de certificado a punto de

’ 51530 Restablecer
expirar, separados por comas o

MNotificacion de certificado revocado & Restablecer

Maotificacidn de certificado expirado & Restablecer

Motificacién de nuevo usuario creade ﬂ

Restablecer

It applies to all users regardless of their role.



X Mail template management.

o Mail templates.

Configure the content of the notifications sent by the platform, both in Spanish and

English (lllustration 87).

Illustration 87. Mailing Templates

Organizacion > Listado de configuracion

Plantillas de correo de notificaciones de

Notificacion de certificado expirade

Certificado a punto de expirar

Motificacion de certificado revocado

Cedido control de uso de un certificado a un usuario

Aceplacidan de peticion de control de uso

Peticion de control de uso

Rechazo de peticion de control de uso

Generacidn de certificados PK

Musvo usuario que tiene credenciales

Nueva usuario que tiene credenciales y requiere activacian de cuenta

Musvo usuario que no tiene cradenciales

Nusvo usuario que no tiene credenciales y requigre activacion de

cuenta

Nueve usuario que requiere confirmacion de cuenta

Recuperacion de contrasena de usuario

Espariol

Espafiol

Espafiol

Espafiol

Madificar

Maodificar

Maodificar

Madificar

Modificar

Madificar

Meodificar

Madificar

Maodificar

Maodificar

Madificar

Modificar

Madificar

Meodificar

Atrds



To modify the templates in English, select the "English" option in the drop-down menu
Inglés

and click on "Modify".

If you click on modifies the notification template (lllustration 88).

Modificar
Illustration 88. Modification of notifications

Notificacién de certificado expirado - espanol

Nombre del remitente

Ivnosys Soluciones

Caorreo del remitente

noreply@ivsign.net

Asunto

Un certificade ha caducado

Cuerpo del mensaje
«<p=Estimado %userid%:</p=
<p=Le informamos de gue el certificado <strong=%name%-</strong> ha caducado.</p>
«p=Los datos del certificadoi</p>
<ul>
<li=ID de certificado: %certid%</li>
<li=Emisor: %issuercne</lis
<li=Asunto: %subjectcn%</li>
<li=Valido hasta: <strong=%wvalidto%«</strong=</li>
<ful=

<pxSaludos.</p>

It has a series of keywords that allow you to compose templates. These keywords will be
replaced by the corresponding values.

5.10 ORGANIZATION MENU - REPORTS

It allows to consult, in a differentiated way, the information related to signatures and
authentications on the web with centralized certificates (Illustration 90).

Illustration 90. Organization menu - Reports



Organizacion > Informes

O Anual [ Lensual
B sign
® signature
TSP
I I B verify
, I ol L
319 4/19 519 6/19 7119 8/19 5119 10119 1119 12/19 1/20 2/20 3/20
Fecha Sign Signature TSP Verify
3/1% 0 0 0 0
4/19 0 o] o] o
5/1% 0 o] o] 0
6/15 0 o] o] o
7/1% 0 0 0 0
8/15 0 o] o] o
9/1% 0 o] o] 0
10/1% 0 7 o] o
11/1% 0 o] o] 0
12/19 0 o] o] o
1/20 0 o] o] 0
2/20 0 2 o] 13
3/20 23 1 o] 9

Sign: Firmas simples de hashes, realizadas por el KeyController
Signature: Firmas de documentos, realizadas por el motor de firma
TSP: Sellados de tiempo

Verify: Verificaciones de certificados v documentos firmados

We have two tabs: Annual and Monthly:

X

X

In the "Annual” tab, we can see in general terms the actions carried out in our
organization and covers one year backwards from the current date organized by months.
In the "Monthly" tab we can obtain reports of the user himself and those made by

users with authorized certificates through the usage control.

The reports will be displayed in list format and graphically, according to the selected filters.
There are three types of filters (lllustration 91):

X

Filters by type of use. The filter to be applied will be selected from the drop-down menu.

Usage per user. The results are displayed grouped by user.

Use by certificate. The results are shown grouped by certificate.

Use per application. The results are shown grouped by the application that has
made use of the certificate.



e Usage by URL. The results are shown grouped by the url accessed with the
certificates.

X Filter by action. Select the action on which you wish to consult its use.

X Filter by date. Select the month for which you wish to consult your usage.

[llustration 91. Filter reports

Organizacion > Informes

B Anual 3 Mensual
Lsgeapusuaiio ’ Sag N Seleccione mes
X Descargar
Resultado Uso propio Uso por control di uso Total
Mo se han obtenido resultades

Click on to display the result of the applied filters and Mkl to obtain a .csv file
of the result.

Example of use by user (Illlustration 92):

Illustration 92. Example of use



The results will be differentiated in:
Own use: signatures made by the user himself, with his certificates.
Authorized use: signatures made with authorized certificates through use control.

5.11 ORGANIZATION MENU - AUDIT

Allows to visualize all the actions, differentiated by type, performed with the centralized
certificates of all the users of the organization.

Note: The actions of certificates that the user has installed on his own computer will not be
displayed, only the actions performed with the centralized certificates.

In case of having the certificate installed in the equipment itself and also centralized in
IvSign, the system itself will recover the key that you have locally, since the Serial Number
and Fingerprint of the certificate are the same, so it is NOT recommended to have the
certificate installed.

By default, the last 5 days and the actions of all users are displayed. It also allows filtering
by a different date range and by a specific user.

First go to , select the user and indicate the date range, click on to display

3 escargar . . .
the result of the applied filters on the screen, and to obtain a file, in xml format,
of the result (Figure 93).



[llustration 93. Organization menu - Audit

Organizacion > Auditoria

2 exportar listado A Filtros
Desde Hasta Operador Usuario
01/03/2020 12/03/2020 dogos X l|[odlos
Certid Numero de serie Categoria Accion Estado
Todos v Todos v Todos v
Modulo

Fecha Operador Usuario Categoria Accion Estado Certid

© 12mars:28 SYSTEM Usuariol Auth Login oK

© 11mar16:32 admin Usuario2 Deleg Add OK 6YCSVWISMUTX6PQB
© 11 mar16:31 SYSTEM Usuariol Auth Login oK

© 11mar16:16 admin Usuario2 Deleg Set oK 6YCSVAZSH3SMKWYB
© 11 mar15:59 SYSTEM Usuariol Auth Login OK

© 11mar15:110 admin Usuario2 Rule Add OK

© 11 mar15:01 admin Usuario2 CertTrash Move Error APZBDJPFPLWXLP3CIA
© 11 mar15:01 admin Usuario2 CertTrash Move Error APZBDJPGCFLRYPSR64
© 11mar14:31 admin marta User Acdd OK

© 11mar14:12 admin luis User Set oK

Mostrando | 10 Registros

Mostrando pagina 1 de 29 de un total de 287 registros

The icon@llows you to display the fields of each action that do not fit in the screen width.
When clicked, it will display the list of non-visible fields and, to hide them again, click on the
icon. @

The Filters button allows you to display more fields by which you can filter for information
(Figure 94).



Illustration 94. Audit filters

Organizacion > Auditoria

2 Exportar listado A Filtros
Desde Hasta Operador Usuario
01/03/2020 12/03/2020 jodas | B figocios
Certid Numero de serie Categoria Accion Estado
Todos v Todos v Todos

Mddulo

The actions to be audited are:
e Category: Auth. Related to the identification and access to the panel.
X Shares:
= Login: user access to the panel.
= LoginToken: access of an application to the panel.
= Impersonate: user impersonation (see point - Users).
e Category: User. Related to user management.
X shares:
* Add: usercreation.
= Set:user modification.
* Del: userdeletion.
* Ren:Userrenaming.
= OrgaMove: Move user from one organization to another.
e Category: Cert. Related to certificate management.
X Shares:
= Set:certificate modification (status, change of name or description..)
= Del: Definitively deletes a certificate.
= Move: Move a certificate to the trash can.
= PinCheck: Checks the certificate pin.
* PinSet: Change of certificate pin.
= ImportPFX: import certificate.
= Generate (GenRSA, GenCSR, InstallCER): certificate generation.
= Reflink: related external certificate (pkcsi1).
* Replace: Replaces a certificate with another certificate.



Category: Deleg (Controls of use).
X shares:
= Add: creation of usage control.
= Set: modification of usage control.
= Del: deletion of usage control.
= AddCert: certificate is added to the usage control.
= DelCert: Deletes a certificate from a usage control.
= UserAdd: Add user to the usage control.
= UserDel: Remove user from usage control.
Category: Rule (rules of use)
X shares:
= Add:creation of usage rule.
= Del: deletion of usage rule.
Category: Sign (signature).
X shares:
= RSA:web authentication and document signing.
Category: Notify (notifications).
X shares:
= Accept: Notifications that have been accepted.
= Set: Notifications marked as read.
Category: Orga ().
X shares:
= Add: Organizations that have been added.
= From: Organizations that have been eliminated
= Ren:Organizations that have been renamed
= Set: Modification of the description field.
Category: Rule.
X shares:
* Add: Add a usage rule to a usage control or certificate.
= Del: Delete a usage rule to a usage control or certificate.
Category: Signature .
X shares:
= Cades: CMS (Cryptographic message syntax) document signature.
= Pades: Signature of PDF documents (PDF advanced electronic signature).

= Xades: XML advanced electronic signature (XML advanced electronic
signature).
* TimestampPDF: Inclusion of time stamp in PDF document.
Category: TSP ().
X Shares:
= Verify: Verify a time stamp protocol.



= Sign: Signature with a time stamp (Time stamp protocol).
e Category: Verify ().
X Shares:
= TSP:Validates a time stamp protocol.

= Pades: Validates a PDF document signature (PDF advanced electronic
signature).

= Xades: Validates an XML document signature (XML advanced
electronic signature).

= Cades: Validates a CMS (Cryptographic message syntax) document
signature.

= Cert: Validates a Keyman certificate.

= CER:validates the public key of a certificate.
i Category: CertTrash:

e Shares:

= Del: Permanently delete the certificate from the certificate trash.
* Rest: Restores a certificate from the Certificate Bin.

6. HELP MENU

User manuals are available for download from the Help menu.



